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Abstract
A permutation  on F n2 is an orthomorphism i the mapping x 7! x+(x) is also a permutation
on Fn2 , as x takes all values in F
n
2 . It is a linear orthomorphism i  is a linear transformation on
Fn2 . (Here F2 =GF(2).) This paper presents a non-redundant construction technique to generate
all linear orthomorphisms on F n2 . The computational complexity of this construction technique
is determined. Implicitly, this solves the problem for linear orthomorphisms on F n2 , which have
important applications in the design of block ciphers, and a strong relationship to the design of
hashing functions and pseudo-random sequence generators. c© 1999 Elsevier Science B.V. All
rights reserved.
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1. Introduction and notation
Block ciphers are widely used in Cryptology and Internet Communications.
Constructing new block ciphers which are resistant to cryptanalysis has attracted the
attention of researchers for the past twenty years. Orthomorphisms have important ap-
plications in the design of block ciphers [2], and have a strong relationship to the
design of hashing functions and pseudo-random sequence generators. The structure and
counting of the ane orthomorphisms are studied in [1]. In this paper, we will present a
non-redundant construction technique to generate all linear orthomorphisms on Fn2 . The
computational complexity of this construction technique is determined. A pseudo-code
for this construction is also presented in this paper. Implicitly, this solves the problem
of identifying and generating all linear orthomorphisms on Fn2 .
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First, we list the notation used throughout this paper.
F = GF(2) = f0; 1g;
Mn;m(F) = fA jA= (aij), a matrix of order n m; aij 2 Fg;
GLn(F) = fA jA 2 Mn;n(F); A is invertibleg;
On(F) = fA jA 2 Mn;n(F); A is an orthomorphismg;
e1=(1; 0; : : : ; 0)T 2 Mn;1(F), and ei=(0; : : : 0; 1; 0; : : : ; 0)T 2 Mn;1(F), where T denotes
the transpose of a vector or a matrix;
J (a0; a1; : : : ; ar−1) =
0
BBBBB@
0 a0
1 0
. . .
0 ar−2
1 ar−1
1
CCCCCA :
Let f1; 2; : : : ; ng be the index set for all rows of A 2 Mn;m(F). If
S = f16i1<i2<   <ir6ng;
denote by AS the submatrix of A made of the rows with indices in S.
For example,
if A=
0
@ a11 a12a21 a22
a31 a32
1
A ; S = f2; 3g; then AS =

a21 a22
a31 a32

:
F n = F  F      F| {z }
n
=f(a1; a2; : : : ; an)T j ai 2 Fg=Mn;1(F);
Ir =
0
BBB@
1 0 0
1
. . .
0 0 1
1
CCCA ;
the identity matrix of order r.
2. Criteria for linear orthomorphisms
Denition 1. A permutation  on F n is called an orthomorphism if x 7! x + (x),
8x 2 F n, is also a permutation. An orthomorphism  is called a linear orthomorphism
if  is a linear transformation.
From the above denition, the following corollary is immediate.
Corollary 1. A 2 Mn;n(F) is an orthomorphism
, A; A+ I 2 GLn(F)
, ‘1’ and ‘0’ are not eigenvalues of A:
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Proof. From the denitions of linear orthomorphisms and eigenvalues, the results are
immediate.
Corollary 2.
1.
J (a0; a1; : : : ; ar−1) =
0
BBBBB@
0 a0
1 0
. . .
0 ar−2
1 ar−1
1
CCCCCA 2 Or(F)
, a0 = 1 and
r−1X
i=1
ai = 1:
2.

A1 B
0 A2

is an orthomorphism , A1 and A2 are orthomorphisms.
3. A 2 Or(F), KAK−1 2 Or(F) for some K 2 GLr(F).
Proof. 1. The characteristic polynomial of J (a0; a1; : : : ; ar−1) is
f(x) = xr +
r−1X
i=0
aixi:
Notice that f(0) = a0; f(1) = 1 +
Pr−1
i=0 ai. We get J (a0; a1; : : : ; ar−1) 2 Or(F)
, f(0) 6= 0; f(1) 6= 0:
, a0 = 1 and
r−1X
i=1
ai = 1:
The results numbered 2 and 3 above are easy consequences of Corollary 1.
3. Generating Or(F) inductively
Lemma 1. Assume A 2 Mn;n(F),
0; 1; : : : ; r−1 2 F n linearly independent;
0 = e1;
D0 = (e11; : : : ; r−1) 2 Mn;r(F): (1)
Choose D1 2 Mr;n(F) such that
D = (D0D1) 2 GLn(F): (2)
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Then
1.
Aie1 = i; 16i< r
Are1 =
X
06i<r
aiAie1; ai 2 F (3)
, A is of the form
D

J (a0; : : : ; ar−1) B
0 G

D−1 (4)
for some B 2 Mr;n−r(F); G 2 On−r(F); where J (a0; a1; : : : ; ar−1) is dened in
Corollary 1 above.
2. A 2 On(F) satises (3) if and only if A is of the form (4); a0 =
Pr−1
i=1 ai = 1;
and G 2 On−r(F).
Proof. 1. (3) is true
, AD0 = D0J (a1; a2; : : : ; an)
, A(D0D1) = (D0D1)

J (a0; : : : ; ar−1) B
0 G

for some B 2 Mr;n−r(F); G 2 On−r(F):
2. This is an easy consequence of 1 of Corollary 2.
Corollary 3. On(F) is not empty , n> 1:
Proof. This follows immediately from Lemma 1.
Theorem 1.
On(F) =
[
26r6n
r 6=n−1
[
D2Dr
[
(a1 ;:::;ar−1)2Fr−1Pr−1
i=1
ai=1
B2Mr; n−r (F)
DOn;r(a1; : : : ; ar−1; B)D−1 ;
where
Dr =
8<
:D = (DD1)

D = (e1) 2 Mn;r(F); rank (D) = r for each D
choose one matrix D1 2 Mr;n(F); such that
D = (DD1) 2 GLn(F)
9=
; ;
On;r(a1; : : : ; ar−1; B) =

J (1; a1; : : : ; ar−1) B
0 G
G 2 On−r(F)

;
and
DOn;r(a1; : : : ; ar−1; B)D−1 = fDAD−1 jA 2 On;r(a1; : : : ; ar−1; B)g:
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Proof. From Corollary 3, r can be taken from the set: f2; 3; : : : ; n− 2; ng. Combining
the results 1 and 2 in Lemma 1 with D = D0, the result follows immediately.
Remark. If one can enumerate all the D in Theorem 1, then Theorem 1 reduces the
problem of generating On(F) to the same problem for On−r(F); r > 1. The D are
coordinate transformations. The next section will enumerate the D.
4. Echelon matrices and enumeration of all coordinate transformations D
Denition 2. L = (lij) 2 Mn;m(F) is called an echelon matrix if there exists a subset
S = f16i1<i2<   <ir6ng, such that
Ls = (Ir0);
lij = 0; i > ij; 16j6r;
lij = 0; j > r:
It is easy to see that this subset S is uniquely determined by the echelon matrix L.
S will be called the characteristic set of L.
We write down the following well-known lemma.
Lemma 2 (Strang, [4]). If B 2 Mn;r(F); rank(B) = r; then
B= LP (5)
where L is an echelon matrix and P 2 GLr(F). Moreover; the decomposition (5) is
unique.
Denote
L(n; r) = fLjL 2 Mn;r(F) is an echelon matrix; rank(L) = rg:
Corollary 4 (Enumeration of D of Dr in Theorem 1). The mapping
’ : (c; L; P) 7!

1 c 0
0 LP E(L)

is a 1{1 correspondence from M1;r−1(F)L(n−1; r−1)GLr−1(F) onto Dr; where c 2
M1;r−1(F); L 2 L(n − 1; r − 1); P 2 GLr−1(F); c 2 M1;r−1(F); E(L) 2 Mn−1; n−r(F);
and
E(L)S = 0;
E(L) S = In−r ; S = f2; 3; : : : ; ngnS;
where S = f26i1<i2<   <ir−16ng is the characteristic set of L.
Proof. The result follows from Denition 2 and Lemma 2.
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5. Generating all elements in On(F) by parameters
Dene the index set (or parameter set)
Br;m =
8>>>>>>>>>><
>>>>>>>>>>:
r;m = (a; B; c; L; P)

a= (a1; : : : ; ar−1) 2 M1;r−1(F)
B= (bij) 2 Mr;m(F)
c = (c1; : : : ; cr−1) 2 M1;r−1(F)
L 2 L(r + m− 1; r − 1)
P 2 GLr−1(F)
r−1X
i=1
ai = 1
9>>>>>>>>>>=
>>>>>>>>>>;
;
A(r1 ;:::;rk ) =Br1 ;0 Br2 ;r1     Bri ; r1+r2++ri−1     Brk ;r1+r2++rk−1
kX
j=1
rj = n; rj>1; k>1;
A=
[
Pk
j=1
rj=n
A(r1 ;:::;rk ):
For any given
(r1 ;:::;rk ) = r1;0  r2 ;r1      rk ;r1++rk−1 ;
kX
j=1
rj = n; rj>1; k>1;
denote
r;0 = (a(1); c(1); L(1); P(1));
ri ; r1++ri−1 =
8>>>><
>>>>:
a(i) 2 M1;ri−1(F)
B(i) 2 Mri; r1++ri−1 (F)
c(i) 2 M1;ri−1(F)
L(i) 2 L(r1 +   + ri − 1; ri − 1)
P(i) 2 GLri−1(F)
9>>>>=
>>>>;
:
Then dene A(i) inductively, 16i6k; as follows:
A(1) =

1 c(1)
0 L(1)P(1)

J (1; a(1))

1 c(1)
0 L(1)P(1)
−1
2 Or1 (F);
A(i) = D(i)

J (1; a(i)) B(i)
0 A(i − 1)

D−1 (i) 2 Or1++ri(F); 26i6k;
where
D(i) =

1 c(i) 0
0 L(i)P(i) E(L(i))

;
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where E(L(i)) is dened as in Corollary 4. A map ’ from A onto On(F) is dened
by
’((r1 ;:::; rk )) = A(k) 2 On(F); (r1 ;:::;:::; rk ) 2A(r1 ;:::;:::; rk )A; k>1:
Theorem 2. With the above notation; the map ’ gives a 1{1 correspondence from
A onto On(F):
Proof. This is a consequence of Theorem 1 and Corollary 4.
6. Algorithm for generating linear orthomorphisms
In this section, we will present a procedure to generate linear orthomorphisms
according to Theorem 2, and derive the number of all linear orthomorphisms of
On(F):
Algorithm for generating linear orthomorphisms
Input: n, a positive integer.
Output: A; a linear orthomorphism of order n n.
1. procedure linear orthomorphism(n; A)
2. ==claim subroutines
random(a) == pack a vector a= (a1; : : : ; ar−1) in Fr−1 with
==ar = 1 +
Pr−2
i=1 ai
random(c) == pack a vector c = (c1; : : : ; cr−1) in Fr−1
Matrix(n; m; a) == pack a matrix a= (aij) of order n m with aij in F
GL(r; a) == generate an invertible matrix a= (aij) of order r by
== r with aij in F
echelon(n; r; L; E(L)) ==generate an echelon matrix L of order n by
== r with rank r; and E(L) dened as in Corollary 4.
3. generate a partition n= r1 +   + rk where rk > 1; k>1
4. == initial step
r:=r1
random(a= (a1; : : : ; ar−1))
random(c = (c1; : : : ; cr−1))
echelon(r − 1; r − 1; L; E(L))
GL(r; p)
A:=

1 c
0 LP

J (1; a)

1 c
0 LP
−1
==A is an orthomorphism of order r1
s:=r1
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5. for j:=2 to k do
r:=rj
random(a= (a1; : : : ; ar−1))
random(c = (c1; : : : ; cr−1))
Matrix(r; s; B)
echelon(r + s− 1; r − 1; L; E(L))
GL(r − 1; p)
D:=

1 c 0
0 LP E(L)

A:=D

J (1; a) B
0 A

D−1 ==A has order r + s
s:=s+ rj
6. return A
7. end linear orthomorphism(n; A)
From step 5, the computational complexity for generating a linear orthomorphism
of order r is determined by the computational complexity for randomly generating an
invertible matrix of order r and its inverse, plus two multiplications of matrices of
order r + s. According to [3], generating an invertible matrix and its inverse of order
r is O(r3). Hence it is easy to see that the computational complexity of generating a
linear orthomorphism of order n is O(n3) when k =1; where k is the number of terms
in the partition n= r1 +   + rk ; and is not larger than O(n3) in all other cases.
The number of all linear orthomorphisms of On(F) was determined in [1]. Here
we will point out that from Theorem 2, or procedure linear orthomorphism(n; A); we
can easily obtain this number. Let N1 = 1; Ni = (2n − 2i−1)Ni−1; 26i6n; and let
and jO0(F)j = 1 and jO1(F)j = 0. Then we have the following iterative formula for
computing the number of all linear orthomorphisms in On(F) for n>2 :
jOn(F)j=
nX
r=2
2r−2Nr2r(n−r)jOn−r(F)j:
Let Bn(F) be the number of bases of Fn2 over F . We have an interesting formula
for Bn(F) which is dierent from the known one [4], viz.,
Bn(F) =
n−1Y
k=0
(22k+1 − 2k):
This expression can be calculated iteratively as follows:
Bk+1(F) = Bk(F)(22k+1 − 2k); B0(F) = 1; k = 0; 1; 2; : : : :
In Table 1, we list the computational results for jOn(F)j and Bn(F) in the range
16n610 to summarize the above discussion.
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Table 1
jOn(F)j and Bn(F) for 16n610
n jOn(F)j Bn(F)
1 0 1
2 2 6 = B1(F)(23 − 2)
3 48 168 = B2(F)(25 − 22)
4 4852 = 4:852 103 20160 = B3(F)(27 − 23)= 2:016 104
5 2887680 = 2:889 106 9999360 = B4(F)(29 − 24)= 1:000 107
6 580668064 = 5:806 109 20158709760 = B5(F)(211 − 25)= 2:016 1010
7 47193519292416 = 4:719 1013 163849992929280 = B6(F)(213 − 26)= 1:638 1014
8 1540396343590125568 = 1:540 1018 5348063769211699200 = B7(F)(215 − 27)= 5:348 1018
9 201508488115371135467520 699612310033197642547200 = B8(F)(217 − 28)= 2:015 1023 = 6:996 1023
10 105545309871100101792823771136 366440137299948128422802227200
= 1:055 1029 =B9(F)(219 − 29)= 3:664 1029
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